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Last Updated: 3rd April 2019 

1. Background 

GenGame Ltd and its affiliates ("GenGame", "us", "our" or "we") are committed to protecting 

the privacy rights of our users ("users" or "you").  This Privacy Policy (the "Policy") describes 

the ways we collect and manage and use data that you provide or that we collect through our 

websites, including www.gengame.co.uk  (the "Sites") or any of our mobile games or apps 

(collectively, the "Service").  

The scope of this Policy is limited to information collected or received by us through your use 

of the Service. 

For the purposes of Data Protection, and the General Data Protection Regulation, the Data 

Controller is GenGame Ltd, company number 08680450. 

By using the Service, you are expressing your agreement to this Policy and the processing of 

your data, including your personal information, and energy data, in the manner provided in 

this Policy.  If you do not agree to these terms, please do not use the Service. 

If you have concerns about our privacy policy or practices, or have any questions, please 

contact us at admin@gengame.co.uk  

 

2. Collection And Use of Data - Overview 

Our primary goal in collecting and using information is to create your account, provide 

Services to you, improve our Service, contact you, and conduct research for our trials.  We 

store information on cloud servers and services located in the UK.  

A detailed description of data we may collect and how we may use it is given below. 

3. How We Use Your Information 

We use information collected through our Service for purposes described in this Policy or 

disclosed to you in connection with our Service. For example, we may use your information 

to: 

• create user accounts and allow users to use our apps; 

• operate and improve our Service; 

• Perform research into the performance of our Services to change your energy use 

• understand you and your preferences to enhance your experience and enjoyment using 

our Service;  

• respond to your comments and questions and provide customer service; 

• provide and deliver products and services you request; 
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• send you related information, including confirmations, notifications, technical notices, 

updates, security alerts, and support and administrative messages; 

• communicate with you about promotions, rewards, upcoming events, and other news 

about products and services offered by Us; 

• enable you to communicate with Us 

• link or combine it with other information we get from our partners, to help understand 

your preferences and provide you with better services. 

 

4. Data Collected Through Our Mobile Apps And Websites 

User provided information 

If you choose to create an account with us we will request your email address to set up your 

account. We will also use your email to keep you informed of the progress of any hardware 

orders, to send you a link to reset your password if you forget it, and to let you know if you 

win any prizes in our competitions. We may also send you updates on how you are 

progressing in games, which you can easily opt out of by hitting the ‘unsubscribe’ link at the 

bottom of the email. 

We will collect your postcode, to determine your eligibility for offers and use of our apps 

based on your location, and for academic and network optimisation purposes.  

Depending on which of our products you use, we may ask you to provide information about 

your: home, home energy systems (eg. Heating, microgeneration installations…), vehicle & 

vehicle usage, energy supplier (and other utilities). Such information will be used to provide 

and recommend appropriate and personalised services to you. 

Academic research 

We occasionally run surveys to collect information about your home, your age, your phone 

number and energy usage within your home. All data is anonymised before sharing with our 

academic or other parties, all personally identifiable information is removed. This is to assist 

in our and our academic partners’ research into residential energy usage and demand 

response, as well as to improve our Service. 

Paypal account emails 

If you win a cash prize through one of our competitions, we may need your Paypal account 

details to be able to send you the prize money. It will only be used for this purpose.  

 

Automatically collected information 

When you use any of our mobile applications on a mobile device, we may collect and record 

certain information such as your unique device ID, hardware type, ("MAC") address, 

international mobile equipment identity ("IMEI"), the version of your operating system 

("OS"), your device name, and your location (based on your Internet Protocol ("IP") address).  

This information is useful to us for troubleshooting and helps us understand usage trends. 



 

 

We may collect location information via your device GPS system to providing specific in-app 

features. We will ask you consent to this in-app prior to collecting this information. 

We will not share this information with any third party without your permission.  If you no 

longer wish to allow us to track or use this information, you may turn it off at the device 

level.  Please note, the application of related features may not work properly. 

Energy Usage Data 

We work with a number of third party providers to supply smart energy equipment and data. 

If you request or purchase any such equipment or data services, your energy data may be 

transmitted to us securely online via a third party provider. The third party will not have 

access to any of your personally identifiable data. 

This data is collected for the purposes of providing the Service, to understand the impact of 

our Service on your energy use, and for research purposes.  

Your anonymised energy data may also be shared with our research partners, including 

Newcastle University and Northern Powergrid, to evaluate the demand response and energy 

reducing impact of our Service. 

Mobile Analytics 

Whenever you use our apps, we collect data about your interactions with the app.  This 

information is collected for the purpose of providing you our Services and improving them. 

We also use third party mobile analytics software to allow us to better understand the 

functionality of our Mobile Software on your device. This software may record information 

such as how often you use the application, the events that occur within the application, 

aggregated usage, performance data, and where the application was downloaded from. All 

data provided to third party software is anonymous.  

Tracking Technologies  

Our websites use technologies such as cookies, beacons, scripts, and tags to identify a user's 

computer/device and to "remember" things about your visit, such as your preferences or a user 

name and password.  Information contained in a cookie may be linked to your personal 

information, such as your user ID, for purposes such as improving the quality of our Services 

and making the Service easier to use.  You can disable cookies at any time, although you may 

not be able to access or use some features of the Service.  

Third Party Services 

Our services may contain third party tracking tools from our service providers, examples of 

which include Google Analytics. Such third parties may use cookies, APIs, and SDKs in our 

services to enable them to collect and analyze user information on our behalf. All data 

provided to third party software is anonymous and for the purpose of providing their services 

under their respective privacy policies. 

5. Disclosure of Your information 

We do not share your personal information except as approved by you or as described below: 



 

 

• We may release your information as permitted by law, such as to comply with a or 

when we believe that release is appropriate to comply with the law; investigate fraud, 

respond to a government request, enforce or apply our rights; or protect the rights, 

property, or safety of us or our users, or others.   

Changes to this Policy 

GenGame reserves the right to change this Privacy Policy as we may deem necessary from 

time to time or as may be required by law.  Any changes will be notified to you when you 

next use our service and you will be asked to agree to the new policy to progress. 

Security 

We seek to use best practice organizational, technical, and administrative measures to protect 

information within our organization. Unfortunately, no data transmission or storage system 

can be guaranteed to be 100% secure. If you have reason to believe that your interaction with 

us is no longer secure (for example, if you feel that the security of any account with us has 

been compromised), please immediately notify us of the problem by emailing 

admin@gengame.co.uk 

We do not warrant or represent that your information will be protected against, loss, misuse, 

or alteration by third parties. In the unlikely event that we discover a breach of data, we will 

contact the relevant authorities and notify you. 

Access to Personal Information 

You may request that we inform you of what personal data we hold about you. You can do 

this by emailing us from the email address you used to set up your account to 

admin@gengame.co.uk and requesting we share this with you. We will respond to your 

access request within one month of receipt. 

Keeping personal data up to date 

Under Data Protection Regulations, we have a duty to keep your personal information up to 

date. If any of your personal information changes, please update it within the app where 

possible, or contact us by emailing admin@gengame.co.uk specifying the changes you would 

like us to make. 

Data Retention 

We will retain your personal information for as long as your account is active or as needed to 

provide you services.  If you wish to cancel your account or request that we no longer use 

your information to provide you services, you should contact us at admin@gengame.co.uk, 

with a simple message such as ‘please delete all my personal data’ from the email address you 

have used to set up your account. Otherwise, we will retain and use your information as 

necessary to comply with our legal obligations, resolve disputes, and enforce our agreements; 

and will delete data for users that not logged in or used our services within more than 6 month 

period. 
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